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| am writing a blog post series about SWHID:

B|og pOSt e Articlel:introtointrinsic identifiers and SWHID

e Article 2: about SWHID syntax and comparing
series software artifacts with SWHID
about e Article 3: SWHID is an open standard under open

governance mode|

SWHID e Article 4:staytuned!

Check my blog: http://www.toscalix.com



https://toscalix.com/2026/03/10/what-is-the-best-way-to-identify-software-introducing-swhid/
https://toscalix.com/2026/03/17/description-of-swhid-syntax/
https://toscalix.com/2026/03/24/swhid-is-an-open-standard-governed-under-open-governance/
http://www.toscalix.com

Intrinsic ldentifier




An intrinsic identifier is a unigue marker derived
directly from the inherent, natural properties of
an entity. It is something the object is or

possesses by its very nature.

Because it is inseparable from the entity, an
intrinsic identifier exists whether or not an

external systemisthere torecordit.

Intrinsic ID

definition



Examples




An extrinsic identifier is a unique label or code
assigned to an entity by an external authority or
system. Unlike an intrinsic identifier, it is not a natural

or physical property of the object itself; rather, itis an

Intrinsic vs "artificial” tag used to track, categorize, or manage

extrinsic |D the entity within a specific context or database.

Examples:

|IP addresses

ISBN and Barcodes

DOI, UUID, OID, GUID...
pURL and SWID (not SWHID)
CPEand CVE


https://ecma-international.org/publications-and-standards/standards/ecma-427/
https://www.iso.org/standard/65666.html

Intrinsic identifiers can be classified based on
different criteria. Some are relevant in our

text: . .
COntex Intrinsic ID

e Theirphysical ordigital nature _ .
e Their“persistence” or “stability” overtime classification
e Intrinsic characteristics theidisbasedupon

e Standardisedornot



SWHID

Description




SWHID: definition




SWHID (SoftWare Hash IDentifier) is a digital,
content-based, persistent, and standardised

ntrinsic identifier for software artifacts




These are, at highlevel, some of the SWHID benefits:

e Cryptographicintegrity
e Decentralized by design
e Comprehensive

e Designedforprovenance

e Fastexecution




Software artifacts/objects SWHID is designed for

Extrinsic identifiers

Product |II lII “ SWMAT H\,@%
Product versions WIKIiiAII ®>\ RRl D [OQ@ d
| WIKIDATA
Va | Id for a ny Modules II l"

WIKIDATA

Sub-Modules II I I

S Of -t W a re Intrinsic identifiers WIKIDATA

Snapshots

s SWHID
Releases

artifact

PR
</%,- SWHID

Commits

<5</ SWHID
F Directories

b o VL‘
</5 </- SWHID
2 Files

F/sle"
<%/~ SWHID

Code fragments

GL= Granularity Level




A SWHID consists of two separate parts:

1. a mandatory core_identifier that can identify
any software artifact

2. an optional list of qualifiers that allows
specification of the context where...
a. theobjectismeanttobe seen

b. pointsto asubpart of the objectitself.

<identifier> ::= <core_identifier>

Syntax:

introduction



A core identifieris composed of four fields, each

.,

separated by acolon™:”:

1. Type of theidentifier (prefix)
a. ltisdefinedtobeswh

2. Version of the identifier scheme (scheme_version)

Sy n t a X : a. Forthisversionof the specification, itis definedto be |
3. Atagcorrespondingto the type of objectidentified (object_type):

Core |dent|ﬁer cnt forcontents (source code files, blobs...)
B dir fordirectories
rev forrevisions (commits)

relforreleases (tags)

® 9 o T o

snp forsnapshots
4. Theintrinsic identifier of the object (object_id)

a. Thisisahex-encoded (usinglowercase ASCII characters) hash value computed fromthe

content andrelevant metadata of the object.



The computation of the
SWHID object_idisbased on

¢y origins

Merkle DAG: 11
e Merkle datatree structure Merkle DAG
e Directed directories
e Acyclic

o G ra p h contents


https://docs.softwareheritage.org/devel/swh-model/data-model.html#data-structure
https://en.wikipedia.org/wiki/Merkle_tree

A qualified SWHID is composed of a core SWHID

identifier, and a sequence of qualifiers:

e fragment qualifiersidentify subparts of a software artifact (snippet).

a. qualifier designates aline range inside a content

b. allows designation of a byte range inside a content
e context qualifiers provide additional context on the software artifact.

a. allows declaration of the software origin where the object has been found or
observed, asa URL

b. adds the SWHID of the the snapshot of the repository where the object has been
found or observed.

C. declares the absolute file path, from the root directory associated to the anchor
node, to the object designated by the core_identifier.

d. identifies anode in the Merkle DAG relative to which a path to the objectis

specified, as the core_identifier (except a cnt). Used together with path

Syntax:

qualifiers



Somerules apply to qualifiers:

e FEachqualifieris specified as a key-value pair, using an = character
as a separator.
e Qualifiers are separated from the core identifierand from each

“an

otherbyusing asemicolon”;”.

e Some qualifliers only apply to specific content_type Syntax:
o isinvalid forcnt
o Fragment qualifiers are valid for cnt object_type only. "
qualifiers

e Therearerestrictionsonthe validity of some qualifiers

o Any qualifier shall appearat most once

o Thevalidity of some qualifiers depends on the presence of other qualifiers.

] is only valid in the presence of

] isonly validin the presence

e Qualifiers canonical order(good practice): origin, visit,anchor,

path, lines or bytes.



schema_version

\

SWHID syntax summary

object_id

A
l

[swh:!M

cnt:Plddb23118f92d7218099a5e7a9900f58f1d07fa]

\J
prefix

\ /
object_type

origin_ctxt
- snapshot

visit_ctxt
" - release

.. anchor_ctxt
- revision

- directory path_ctxt

P

;origin=https://github.com/chrislgarry/Apollo-11

.

)

~

;visit=swh:1:snp:206c27c0c031c6aac6b5fedddba8fe082dea9836

\

.

;anchor=swh:1:rev:39131198f4383d4d638c0485d6aa902ff2f35828

]
)

c\‘ ;path=/Luminary©99/BURN_BABY_BURN--MASTER_IGNITION_ROUTINE.agc

J

b

- content linesctxt‘Hlines=64-72 ] ]

Check the syntax description at the SWHID specifications



https://www.swhid.org/swhid-specification/v1.2/4.Syntax/
https://www.swhid.org/swhid-specification/v1.2/

e SWHIDisunivocal:

o Two software artifacts are identical (bit by bit) if their SWHID
core_identifier are equal.

o Two different SWHID core_identifier correspond to two different

CO m p 3 r| N g software artifacts
e |naddition, two SWHIDs represent the same software
software artifact (or fragment thereof) if:

o Theybothhave the same core_identifier
o Theybothhave the same set of qualifiers

o Thevalues of these qualifiers are identical

m Forcomparison purposes the order of the qualifiers does not matter.



SWHID:

open standard




ISO/IEC 18670:2025

Public and free of charge specification, published

under Community-Spec-1.0 license

SWHID is rununder an open governance mode|

o Feelfreetocontribute and contact the community
o Checkthe FAQ and swhid.org for furtherinformation

Thereis areference implementation (swhid-rs) and

a test suite forconformance

o There are additionalimplementations in yourlanguage of choice

SWHID
ISan open

standard


https://www.swhid.org/
https://www.swhid.org/swhid-specification/v1.2/
https://spdx.org/licenses/Community-Spec-1.0.html
https://www.swhid.org/swhid-governance/
https://github.com/swhid/specification/blob/main/CONTRIBUTING.md
https://groups.google.com/g/swhid-discuss
https://www.swhid.org/faq/
http://swhid.org
https://www.swhid.org/implementations/#reference-implementation
https://github.com/swhid/swhid-rs
https://www.swhid.org/implementations/#test-suite
https://www.swhid.org/implementations/#known-implementations

SWHID in action




e SWHID standardreference implementation tool
e Maintained by SWHID WG

e ToolwritteninRust, published on GHunderMIT license

swhid-rs e swhid-rsimplementation guide and user guide

e [nstallation:

o Packages(new)

o Rust: cargoinstallswhid (add -=-features git for VCS commands).


https://github.com/swhid/swhid-rs
https://github.com/swhid/swhid-rs/blob/main/REFERENCE.md
https://github.com/swhid/swhid-rs/blob/main/docs/user-guide.md
https://github.com/swhid/swhid-rs/releases

swhid-rs commands examples

Commands

Content Command

swhid content --file README.md
echo "Hello" | swhid content

Computes content SWHID from file or stdin.

Directory Command

swhid dir /path/to/directory
swhid dir --exclude-suffix .tmp --exclude-suffix .log .

Computes directory SWHID with optional exclusions.

Parse Command

swhid parse 'swh:1:cnt:...;origin=https://github.com/user/repo’

Parses and validates SWHID, printing in canonical format.

Verify Command

swhid verify --file README.md --expected 'swh:1l:cnt:...'

Verifies file content matches expected SWHID.

Git Commands (with --features git)

swhid git revision --repo /path/to/repo

swhid git release --repo /path/to/repo --tag v1.0.0
swhid git snapshot --repo /path/to/repo

swhid git tags --repo /path/to/repo




Getting

started


https://www.swhid.org/publications/
https://www.softwareheritage.org/how-to-archive-reference-code/
https://annex.softwareheritage.org/public/talks/2023/2023-03-27-SWHID-kickoff.mp4
https://en.wikipedia.org/wiki/SoftWare_Hash_IDentifier
https://interoperable-europe.ec.europa.eu/collection/open-source-observatory-osor/news/swhid-intrinsic-identifier-software-artefacts
https://www.softwareheritage.org/2025/11/20/swhid-seminar-post/
https://groups.google.com/g/swhid-discuss
https://www.swhid.org/swhid-specification/
https://github.com/swhid
https://github.com/swhid/swhid-rs

Use cases




Use cases




Use case:
SWHID and

Software Heritage




PIXEL rEcxoLocia

El Mundo
2024-05-20

Pew Research
Center. Article

INTERNET

La web efimera: el 38% de las
paginas que existian en 2013 se

ha perdido

Enlaces rotos, informacion suprimida y problemas de
configuracion en los servidores web suelen estar detras de este

creciente problema

l:] Comentar

Un ordenador en la pestaina de Google

Angel Jiménez de Luis

EEUU

Actualizado Lunes, 20 mayo 2024 - 07:29

Un consejo habitual para quienes empiezan

suele ser el de no enviar a nadie nada que nc
Internet nunca olvida.

Larealidad, sin embargo, es mucho mas conr

When Online Content Disappears

38% of webpages that existed in 2013 are no longer accessible
a decade later

® © @ AddUsOnGoogle

BY ATHENA CHAPEKIS, SAMUEL BESTVATER, EMMA REMY AND GONZALO RIVERO
How we did this

The internet is an unimaginably vast repository of modern life, with hundreds of billions of indexed
webpages. But even as users across the world rely on the web to access books, images, news

articles and other resources, this content sometimes disappears from view.
A new Pew Research Center analysis shows just how fleeting online content actually is:

e A quarter of all webpages that existed at one point between 2013 and 2023 are no longer
accessible, as of October 2023. In most cases, this is because an individual page was deleted or
removed on an otherwise functional website.

Forialder.content; this 38% of webpages from 2013 are no longer accessible

trend is even starker. % of links from each year that are no longer accessible as of October 2023

Some 38% of webpages
that existed in 2013 are not
available today, compared
with 8% of pages that
existed in 2023.

This “digital decay” occurs
in many different online
spaces. We examined the

links that appear on

que lo hace a un ritmo mucho mas aceleradc uerygae peiisanve. vil' i CLLTE



https://www.elmundo.es/tecnologia/2024/05/20/664adfb5e4d4d82b4f8b4586.html
https://www.pewresearch.org/data-labs/2024/05/17/when-online-content-disappears/

We need a global, long term effort to build an
universal archive of all software source code.

Make it resilient and make it sustainable.




SwH Mission

“Cultural heritage is the legacy of physical artifacts and
intangible attributes of a group or society that are inherited from
past generations, maintained in the present and bestowed for

the benefit of future generations.

Software in source code form is produced by humans and is
understandable by them; as such it is an important part of our
heritage that we should not lose. Software is furthermore a key
enabler for preserving other parts of our cultural heritage that we
would de facto lose if we lose the software needed to access
them. Preserving software is essential for preserving our

cultural heritage.”



Paris Call

«Software source code represents
——— unique knowledge of humanity’s recent

N [ s [: [] . history.
Itis therefore crucial to work together
. collectively so that the knowledge

United Nations ° embedded in software source code

Educational, Scientific and is properly preserved, valued and shared
Cultural Organization il 2

This lies at the core of UNESCO'’s
cooperation with Inria to support the
creation of Software Heritage, the
global archive of software source code»




reference all software source code
analysis of all software source code

SwHis a...
1.Universal archive: preserve and share
all software source code

2.Reference Catalogue: find and
3.Research infrastructure: enable

lllllllllllhm

w
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Source files Commits Projects

3,163,184,896 704,845,952 53,488,904

3.0B

1.0B

0 o 0
Jan Apr Jul Oct Jan Jan  Apr Jul Oct Jan Jan  Apr  Jul Oct  Jan

2016 2016 2016 2016 2017 2016 2016 2016 2016 2017 2016 2016 2016 2016 2017

U | ‘
Source files Commits & Projects n IVe rS a

27,530,677,699 5,790,477,790 422,797,163

archive

Directories Authors Releases

21,551,272,560 103,062,151 135,015,027

~3PB




“ ... let us save what remains: not by
vaults and locks which fence them
from the public eye and use in
consigning them to the waste of time,

but by such a multiplication of copies,

as shall place them beyond the reach

of accident.”

Thomas Jefferson, February 18, 1791




The Software Heritage European Network:
A Distributed Infrastructure for Global Source Code Preservation

SW I—l = i e UNIDUE - Duisburg-Essen
Central Archive - Paris

MIrrors

e o ENEA - Bologna
OEI dea - i 7 3 ‘  - oy . Central Node

e GRNET - Athens o ...

O Deploying

@) Agreement




Show me

the archive



https://archive.softwareheritage.org/browse
https://www.softwareheritage.org/2019/07/20/archiving-and-referencing-the-apollo-source-code/

SwHis

e Theinventorof SWHID’s precursor, Software
Heritage ldentifier
e Thefirst,and still today, largest SWHID

implementation
e The main organization supporting the SWHID
WG



https://www.softwareheritage.org/software-heritage-faq/

GitHub Software Heritage Archive

lister software
u O origins Merkle DAG + blob storage
’\ T i . N
GitLab — — ) ) E ()
: ais Mercurial

loader

Distros

Built for @ o @.,;s.::n

t h e Pa::l;zze P directories
CPAN — ‘

Listing Loading
(full/incremental) & deduplication @ i

purpose TV (g e ()

e SwHuniform data model: Merkle DAG
e Supportsdeduplication



https://docs.softwareheritage.org/devel/swh-model/data-model.html
https://en.wikipedia.org/wiki/Merkle_tree

sssssssss

.#!w{é SwH is building a full graph
v, .’. - \E3x ’l I.' of the software

development evolution



e SwH Publications

e CodeCommons:

o Archive more data, faster

o Collect more metadata: license, language detection, version

SWH as detection, dependencies detection, interaction with forges ...
h o Detectsimilarcode

researc e SwHSec:

infrastructure ° Collect CVE

o Link CVEtofilesinthe history graph

o Extendthe graphwith vulnerabilities

e the-stack-v2:

o The most populardata set fortraining Almodels


http://www.softwareheritage.org/publications/
https://www.softwareheritage.org/2025/02/11/codecommons-projects/
https://www.softwareheritage.org/2023/04/07/enhancing-cybersecurity-through-swh/
https://huggingface.co/datasets/bigcode/the-stack-v2

Software Heritage

Statement onLarge

Language Models for Code

Principles summary. Check the full version

[...] The resulting machine learning models must
be made available under a suitable open license,
together with the documentation and toolings
neededtouse them.

The initial training data extracted from the
Software Heritage archive must be fully and
precisely identified by, for example, publishing
the corresponding SWHID identifiers.

Mechanisms should be established, where
possible, for authors to exclude their archived
code from the training inputs before model

training begins.


https://www.swhid.org/
https://www.softwareheritage.org/2023/10/19/swh-statement-on-llm-for-code/
https://www.softwareheritage.org/2023/10/19/swh-statement-on-llm-for-code/

The only thing that you

absolutely have to know, is the

location of +he Horary .
SwWH

-.Albert Einstein

archive.softwareheritage.org



https://www.gettyimages.es/
http://archive.softwareheritage.org

Use case:
OSS Licenses
Fulfilment

Requirements at
Inteland SWHID




Intel

License compliance: OSS distribution obligations

1. Theplanand PoC(2018-2019)

a. ByAlexiosZavras @Intel
b. TodayheisCore TeamMember @ SWHID WG

2. Intelhad 4 use casestoaddress: provide to customers...

Unmodified OSS

Modified OSS

Intel’s own OSS

Modified OSS by Intel, with Intel’'s OSS

3. SwH+ SWHID coverall fouruse cases. Deduplication matters

Q o T o

Intel provides SBOMs including SWHIDs where qualifiers (visit) point

at SwH archive

a. Fordirectpushtoarchive(c.&d.), Intelbecame SwHMember

b. Solutionimplementedin 2019


https://events19.linuxfoundation.org/wp-content/uploads/2018/07/Zavras-SourceDistribution-OSLS-2019.pdf
https://www.swhid.org/coreteam/

Use case:
SWHID and pURL




OSS: curl8.5.0

e pURL: pkg:github/curl/curl@curl-8_5_0
e SWHID:

©)

Software package:
swh:l:rel:55b5fafb094ebe07ca8ab5d4f/79813¢c8b40670795
Software package + origin = pURL
swh:l:rel:55b5fafb094ebe07ca8ab5d4f79813¢c8b40670795;
=https://qgithub.com/curl/curl

Software package + origin + ref to SwH archive = pURL + ref to SwH

archive:
swh:l:rel:55b5fafb094ebe07ca8a5d4f/79813c8b406/70795;
=https://github.com/curl/curl; =swh:1:snp:fl1f/135b69cd85c18

355f0d7ald2%9ec94e8f4dc/

SWHID
and
PpURL


https://github.com/curl/curl

SWHID is content-based, thereforitis

e Licenseagnostic,so SWHID identifies both, OSS and proprietary
software

® \erifiable, as explainedinthe Comparing Software section

e Resilienttolinkrots forOSS, whencombined with SwH



#

Use case:
SWHID inthe

context of CRA




Software Hash IDentifier essentials:

1. Intrinsic ID for any software artifact

2. Content-based

3. Persistent

4. Merkle DAG structure
5.

ISO/IEC 18670




Software Hash |IDentifier essentials for CRA, and

several otherlegislations:

1. Univocal and verifiable ID: no naming ambiguity
License independent: valid for open source and proprietary SW SWH | D an d
3. Technologyindependent: tooling agnostic (generators, verifiers,
managers...). opensource reference implementations are available C RA
Platform independent: valid regardless of where codeis hosted
Single-bit tamper detection: any single-bit change—whetherin a
source code file oracompiled binary—will alter the SWHID

6. Trusted: openstandard and open governance



SWHID
+ SwH
and CRA

SWHID + SwH essentials for CRA;

1.

OSS Provenance: optional qualifiers (origin, path, anchor, lines)
provide the contextual metadata needed to "ensure and attest” to
the provenance of open source components

Transparent OSS Traceability: bit-level cryptographic proof of
component provenance andintegrity by linking SBOM entries to
intrinsic SWHIDs that include context qualifiers pointing at SwH
archive

OSS Persistent resolvability: ensure artifacts remainretrievable for
the full CRA-mandated 10-year period, surviving forge shutdowns,

repository renames, service discontinuations or supplier closure



SWHID and SBOMs




SWHID recognised as software artifacts ID at:

e SPDX:

O  ExternalldentifierType vocabulary — swhid

o ContentldentifierType vocabulary — swhid, specifically forusein the

contentldentifier property of SoftwareArtifact elements

e CycloneDX: evidence.identity > field: "swhid"




SBOMs generation benefits from SWHID in several

ways:

Simplify declarative, machine-readable SBOMs

|ldentify proprietary SW artifactsjust like OSS, at both sides of the
firewall

Resolve software naming ambiguity: no name collision

Maximise software identification accuracy: single-bit tamper
precision

Standardised software identification at custom granularity:

snippets, firmware, BSPs, patches, blobs, branches...

SWHID
and
SBOM

generation



SWHID and
SPDX

"name": "pkg:invent.kde.org/graphics/okular"|,

"SPDXID": "SPDXRef-39b07aa9280defee605e9a5c76fbf099",

"versionInfo": "19.07.80",

"downloadLocation":
"https://invent.kde.org/graphics/okular/archive/v19.07.80.tar.gz",

"filesAnalyzed": false,

"supplier": "Organization: KDE",

"homepage": "https://invent.kde.org/graphics/okular",

"licenseDeclared": "BSD-2-Clause AND BSD-3-Clause AND DOC AND
GFDL-1.2-only AND GPL-2.0-only AND GPL-2.0-or-later AND GPL-3.0-only AND
LGPL-2.0-only AND LGPL-2.0-or-later AND MIT AND X11 AND Linux-man-pages-1l-para
AND LicenseRef-scancode-kde-accepted-gpl AND LicenseRef-gpl-2.0-only-with-1linux-
syscall-note",

"licenseConcluded": "NOASSERTION",

"copyrightText": "NOASSERTION",

"externalRefs": [

"referenceCategory": "PACKAGE_MANAGER",
"referencelocalkor’:
"pkg:https://invent.kde.org/graphics/okular",
"referenceType"”": "purl"
}

1,

"checksums": [

"algorithm": "MD5",
"checksumvValue": "5f39918badc1ae31c09b401c1822509c07c6eb23”



"type": "library",

"name": "pkg:invent.kde.org/graphics/okular"”,
"version": "24.02.0"%,

"bom-ref": "BomRef.295tv6i52m8.tutfhme@o8do",
"publisher": "kde",

"licenses": [

"license": {
"id": "BSD-2-Clause",
"acknowledgement": "declared"
}
Iy
{
"1ieense": {
"id": "BSD-3-Clause",
"acknowledgement": "declared"
}

}

1,
"purl": "pkg:invent.kde.org/graphics/okular",

"externalReferences": [

"url": "https://invent.kde.org/graphics/okular"
"type": "website"

SWHID and

CycloneDX




SWHID and
CycloneDX

"bom-ref": "BomRef.kjcai72ah08.kuskquffg6o",
"id": "CVE-2018-1000801",
"source": {
"name": '"NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2018-1000801"
Y

"ratings": [

"severity": "medium"

3
1,

"description": "okular version 18.08 and earlier contains a Directory

Traversal vulnerability in function \"unpackDoc...",

Match Case Q

"published": "2018-09-06T00:00:00.000Z",
"updated": "2024-11-21T00:00:00.000Z",
"affects": [

"ref": "pkg:deb/debian/okular",
"versions": [

"version": "17.12.2.orig"

1

"version": "4:22.12.0-1"

b
]

3
{

"ref": "pkg:invent.kde.org/graphics/okular",
"versions": [
"version": "16.11.80"

"version": "17.11.80"

"version": "17.11.90"




SWHID enhances SBOM content verifiability and

auditability. The verification workflow:

1. Takethe actual binary/source you received from the vendor

2. Computeits SWHID using swhid-rs (or any conformant tool), locally

orinpipelines
3. Compare the computed SWHID against the one declared inthe
SBOM:

a. Iftheymatch: youhave cryptographic proof the artifactis exactly what the vendor
declared, bit for bit

b. Iftheydiffer: the artifact has been modified, intentionally or not — you know

immediately, without trusting the vendor or any external registry

SWHID
and
SBOMs

verification



USE CASE -

SWHID in a 5G multi-vendor supply chain

A 5G Core Network Function (CNF) container image delivered by a

vendor. Inside: components from three different origins.

® Unmodified OSS libraries

Vendor-modified OSS components

® Proprietary firmware blobs

License-agnostic. Content-based. The same mechanism works
regardless of whether the component is open or closed source.

Instant tamper verification
Recompute SWHID on each received component. Compare against the SBOM.

No external service needed. The math is the verification.

Vendor's forge goes offline

OSS components remain resolvable via SWH archive. Proprietary blobs are still

identifiable by their SWHID. No broken references.

CVE disclosed in a dependency

Query all SBOMs by SWHID. Know in minutes exactly which deployed products
contain the affected component — down to the file level.

Audit or regulatory review

Every component is still cryptographically traceable to its exact origin.
Supply chain history is intact and verifiable.

— Key insight: SWHID treats OSS, modified OSS, and proprietary blobs identically — one mechanism for the entire stack




Traceability in
automotive with
SWHID
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Figure 2 — Automotive SPICE process reference model - Overview

e |Let'sfocusonBP4:ensure consistency and establish bidirectional

traceability
e |et'sstartat SWUnitlevel: SWE.3<->SWE.4
e Theusecaseissimple enoughtoworkforJ-Spice, ASQMS orevenlLean

Manufacturing applied to SW dev



Bidirectional traceability in ASPICE: every work product (a requirement,
design element, code unit, test case, testresult, etc.) isconnected to the

what implements it and to the evidence that provesit — inboth directions.

Thisimplies:
P : e Fromrequirement > see all designs, code, tests, andresults that fulfill
Bidirectional |
it (forward).
‘traceab”ity e Fromanytest,code module, ordocument » see whichrequirement

andregulation it exists for (backward).
Traceability and consistency are coupled. Traceability is used to support
coverage checks, consistency checks, impact analysis of changes, and to
demonstrate verification coverage during assessments, not just to show

that links “exist”.
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Figure C.2 — Consistency and traceability between system and software work products
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SWHID Verification
SWHID Creation

SWHID and bidirectional traceability: example summary

A single identifier across the entire software unit development process, with all

the advantages that SWHID brings: intrinsic, content-based, standardised,

platform andlicense independent, granularity, source code and binaries, etc.




This simple idea of
XaaC +linking code, tests andresults
through SWHID
canbe extendedto:

e Jestcases
e Coderevisions
e Codedesigns: PlantUML, Mermaid, UML, SysML...

SWHID revolutionise the concept of evidence.
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SWHID and bidirectional traceability: extended example summary

swhid content --file <filename>
swhid dir </path/to/directory=

Scalability:

e Fromtraceability matrices to SWHID based (data modeled) services (i.e SwH archive)

e SBOMsasevidence trackerand communication tool
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Figure C.2 — Consistency and traceability between system and software work products

This approach, based on a standardised software identifier can be

extended to machine learning and system work products



Takeaways




1.- SWHID islock-inand "single point of failure”

resistant.



2.- SWHID adoptionis unavoidable foridentifying

and managing software at scaleinthe Al era



3.- SWHID turns SBOMs into something "more
manageable” across complex, multi-vendor supply
chain environments — and satisfies OpenChain,
CRA, and other compliance requirements as a

conseqguence



4.- SWHID takes bidirectional traceability to
anotherlevel, providing SBOMs an essential role

across the developmentlife cycle



5.- SWHID + SwH brings value to open source
communities, academia, public administrations

and industry, including automotive



Glossary

e SWHID: Software Hash IDentifier

e pURL:package URL

e Merkle DAG: Merkle Direct Acyclic Graph
e CRA:CyberResilience Act

e SwH: Software Heritage

e PoC:Proof of Concept
References:

e OpenChain SBOMTelco Guide vi,1
e swhid.org
e ASPICE



https://www.swhid.org/
https://github.com/package-url/purl-spec
https://docs.softwareheritage.org/devel/swh-model/data-model.html#data-structure
https://www.cyberresilienceact.eu/the-cra-explained/
https://www.softwareheritage.org/software-heritage-faq/
https://github.com/OpenChain-Project/Telco-WG/blob/main/OpenChain-Telco-SBOM-Guide_EN.md
http://squid.org
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